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National Center for Missing & Exploited
Children

= A private, nonprofit 501(c)(3) organization

* NCMEC is the leading nonprofit in the U.S. working
with private industry, law enforcement, families and
the professionals who serve them on issues related
to missing and sexually exploited children



DMSlons

» Missing Children Division

» Exploited Children Division
» Case Analysis Division

* Family Advocacy Division

* Training Department

» External Affairs Division
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Explouted Children Division

CyberTlplme
» Child Victim ldentification Program

www. cybertlplu;e ¢¢m
1-800-843-5673

*As of January 2015, more than 3.3 million reports



Case Analysus Division

» Case Analysis Division

» Sex Offender Tracking Team
» Child Sex Trafficking Team
»Research



Child Sex Trafﬂckmg Team

. Revuew mlssmg child cases for child sex
trafficking (CST) indicators

)

» Child sex trafficking reports are received
and referred to LE for independent review
and potential investigation

*http://Iwww.missingkids.com/KeyFacts



Famlly Advocacy Division

 Provide crnsus intervention

» Offer emotional support to victims and
families

= Reunification

» Family Advocacy Outreach Network
 Team Hope



External Affairs

= Prevention and education arm of NCMEC

* Develop prevention programs focused on
missing and exploited children’s issues

* Deliver programs through community
outreach



Online Risks



Online Risks

= Online Sexual Solicitation
» Sexting
= Sextortion




Onlme Sexual Solicitation

» Sexual solicitation — Unwanted request to
engage in sexual activities or talk, or any
sexual request by an adult.

» Aggressive sexual solicitation - Include
actual or attempted offline contact
through mail, by telephone, or in person.

* Distressing sexual solicitation - Episode
where the child recalls being very upset
or afraid because of the incident.



How does solicitation occur?

. Most occur on social networking sites
* Most occur among older teens

» Most teens are solicited by peers

* Most are not bothered by it



Offenders entice children by:

. Exploiting their natural curiosity
» Gradually introducing explicit images

» Using adult status to control a child’s
behavior

» Offering gifts like cell phones

* Manipulating a child’s emotions and
insecurities



Signs of Grooming

» Sending gifts
» Getting angry when they can’t talk to them

* Trying to isolate them from their family
and friends

» Sending inappropriate images



Encourage Them to Report

 Anyone who sends them photos or videos
containing obscene content

 Anyone who speaks to them in a sexual
manner

 Anyone who asks them to meet in person
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Sexting

Sending nude or semi-nude images through
technology, usually through cell phones

= 2.5% of teens have appeared in or created a
“sext.”

= 7% of teens have received a “sext.”

http://www.unh.edu/ccrc/pdf/Sexting%204%200f%204%20Y1SS%20Bulletins%20Feb%202014.pdf



Why Teens Sext?
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Consequences of Sexting



In the News

Police Bust Virginia Sextin students might face felony charges for sexting
More Than 100 Teens

By LIZ FIELDS via WORLD NEWS

Jessica Logan

In July 2008, Jessica Logan, 18, committed
suicide in her closet after months of alleged
abuse from her Ohio classmates. Logan's ex-
boyfriend forwarded nude picture to hundreds
of other high school giris, many of whom
allegedly harassed Logan at school, calling her
a "slut" and "whore." Logan's mother claims
her daughter's suicide occurred when the
harassment became unbearable.

Jessica's parents sued her school, the city of
Montgomery, Ohio, and several students they

believe were involved for unspecified monetary
damages. The suit accuses the school and the
Montgomery police of not doing enough to
keep their daughter from being bullied and
harassed after the nude photos of her were
widely viewed.
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Teachlng About Sexting

* Talk about the consequences

» Tell them to never forward images

* Discuss healthy sexual relationships
» Talk about how images spread

* Encourage them to report






Definition of Sextortion

* Involves the use of non-physical forms of
coercion, such as blackmail, to extort
individuals into providing sexual content,
money, or even engage in sexual acts.




Sextortion Report

12-year old girl was on an internet
video/text chat site and showed her
breasts. The offender then told her that
he had taken video of her and would
post it all over the internet unless she
did what he said for the next 15 minutes.



How Does Sextortion Differ from
Sexting?

» Majority of offenders are unknown

» Goals of offenders are different

» 18% to acquire more explicit sexual content
» 7% to obtain money

» 5% to obtain sexual favors



Who Are the Child Victims?+

M Female
H Male
B Unknown

*Data analyzed from 310 CyberTipline reports received between October 2013 and November 2014.



Who Are the Child Victims?+

.Overall
9-17 years old; Avg=14.75
* Females
9-17 years old; Avg=14.69
* Males
»12-17 years old; Avg=15.04
» Reports in which sex was unknown
»13-17 years old; Avg=15.57

*Data analyzed from 310 CyberTipline reports received between October 2013 and November 2014.



How Does this Typically Happen?
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Negative Outcomes of Sextortion

* Regardless of child age or gender,
experiencing a “negative outcome”
significantly predicted a greater “concern

for others”

» Experiencing a negative outcome was
associated with increased parent
involvement and parent reports



Amanda Todd






Prevention and Response




Lessons Learned

. Understand that teens engage in risky
behaviors

 Acknowledge that teens are naive
» Inform without scaring teens
* “Don’t do it” messages are unsuccessful

» Discuss healthy sexual relationships with
teens
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SEXTING

Questions and Answers from
NotSmarlz' Workshop tips to prevent
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Teaching Digital Citizenship

Online Educator
Training Program

Sponsored by: [:I__IJB

PENGUIN

What is it?

NetSmartz® Workshop and Club Penguin™ have
teamed up to offer a self-paced, online training
program to help you teach Internet safety and
prepare kids to be better digital citizens.

This training will cover the issues of:

® Digital literacy & Ethics
® Inappropriate Content

@® Online Sexual Solicitation
® Online Privacy

® Sexting

® Cyberbullying

How long will it take?

Approximate running time: 1 hour

Teaching Digital Citizenship

What You'll Learn
& 43

Who canuse it?

Anyone teaching Internet safety to children ages
5-17, including:

® Educators

® Library Media Specialists

® Law-Enforcement Officers

® Youth Group Leaders

What will | take away?

You will learn what digital citizenship is, why it is so
important, and how to teach it using our suggested
resources for all age groups.

When you complete the training program, you will
receive a certificate you can use to apply for
continuing education credits.
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REMOVING PICTURES DEALING WITH OTHERS REPORTING

How to Deal with
Online Blackmail
Welcome to NeedHelpNow.ca

If you (or a friend, peer or sibling) have been involved in a self/peer exploitation incident (otherwise
known as “sexting”), we are here to help. This site provides you with guidance on steps you can take to
get through this.
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"Send this Instead™ App

sendthisinstead.com ¢
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Send This Instead App
Gives Kids an
Alternative to Sexting




Report to CyberTipline®

 Anyone who sends a child photos or
videos containing obscene content

 Anyone speaking to a child in a
sexual manner

 Anyone who asks a child to meet in person

How to

Report Visit www.cybertipline.org
Call 1-800-THE-LOST®




Introduction to Child Sex Trafficking
Awareness and Response (ICSTAR)

* Free online training

* This course is designed for child serving
professionals

» Focuses on the unigue dynamics involved
in working with a minor victim of sex
trafficking






Jenna Ryckebusch
Senior Programs Coordinator

(703) 837-6112
jryckebusch@ncmec.org



